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SITUATION · 01

Automotive cybersecurity now demands AI-Native intelligence
intelligence, not manual analysis.

, not 

SDV ATTACK SURFACE

▦ ECUs ↻ OTA Channels

◌ V2X / Connectivity ▦ Cloud Telemetry

Continuous monitoring → Manual overload.



COMPLICATION · 02

Manual CTI workflows consume 190 minutes per threat item  —
and cap throug hput at 

and 
~2.5 items / analyst / day.

Per-phase reduction with CARTINT

−94%

−90%

−96%

−87%

−75%

Total: 190 min → 24 min per item (−87%)



QUESTION · 03

How can automotive teams automate 
automate threat relevance, ATM 
mapping, and CTI reporting at scale 
—

—

THE CHALLENGE



ANSWER · 04

CARTINT delivers AI-Native automation across ingestion, filtering, 
mapping, and reporting.

01

↓
AI-assisted ingestion

→

02

☰
AI-Native relevance filtering

→

03

#
AI-Native ATM mapping

→

04

▤
Automated CTI report gen

Every stage compounds: each downstream step depends on the upstream output. Removing any one stage collapses the chain.



ANSWER · 04.1

AI-Native filtering eliminates 90% of false positives — and collapses 
triag e tim e from  30 minutes to 3.

01 ⌕ Keyword pre-filter

↓
02 ⊘ False-positive rejection

↓
03 ◯ Context scoring

↓
04 ✦ Optional LLM review

ATM MAPPER  ·  NEXT  STAGE→

−90% ≥ 70%

4 ~6%



ANSWER · 04.2

A 5-step attacker- intent- first m apper cuts taxonom y m apping  tim e by 
96% — and produces automotive-native intelligence artifacts at ingestion.

AUTO- ISAC AUTOMOTIVE THREAT MATRIX ·  14 TACTICS ·  77 TECHNIQUES

Reconnaissance Manipulate
Environment

Initial
Access Execution Persistence Privilege

Escalation
Defense
Evasion

Credential
Access Discovery Lateral

Movement Collection
Command

And
Control

Exfiltration Affect
Vehicle Fn.

5-STEP ATTACKER-INTENT-FIRST MAPPER

01

02

03

04

05

25 min → 1 min p er item  · −96% mapping time



ANSWER · 04.3

Automated report generation cuts writing time by 87% — and exports directly 
directly as PD F · Markdown · JSO N for C SMS integ ration.

SIX REPORT TYPES ·  AUTO-DRAFTED

▦ Weekly Digest 〜 Threat Actor Profile

Incident Report ◖ Campaign Analysis

◆ Sector Assessment ✎ Ad-Hoc

THREE EXPORT FORMATS ·  CSMS -READY

PDF

▣

CARTINT · Incident Report

PDF MARKDOWN JSON

→ 8 min per report60 min −87% writing time



IMPACT · 05

AI-Native automation flips analyst focus from 86% operational to 75% strategic.

BEFORE CARTINT AFTER CARTINT

86% → 25% 14% → 75% Repetitive ingest → Hunting



IMPACT · 06

CARTINT accelerates CSMS workflows by 79% on averag e — across six 
reg ulatory phases.

PER-PHASE ACCELERATION

ISAC information sharing 90%

Continuous monitoring 86%

Incident triage & documentation 82%

Threat evaluation 75%

CSMS audit artifacts 73%

TARA update inputs 65%

AVERAGE 79%



DEMO · 07

See CARTINT's AI-Native pipeline in action — from ingestion to ATM mapping to CTI export.
export.

Dashboard▦

⌕

▦

▤

↓

AI CONFIDENCE ≥ 70% 4 SOURCES ACTIVE

CAN-bus injection exploit listed on dark-web forum

Tesla infotainment bypass sold on Telegram channel

BMW procedure object leak via misconfigured S3 bucket

OTA update signing-key compromise rumor surfaced

GNSS spoofing kit targeting ADAS, repo on GitHub

P00 P03

P10 P13

P20

OK Last scrape: 47s ago

1 INGEST 2 MAP 3 EXPORT



SUMMARY · 08

AI-Native automation reduces analyst time by 87% and accelerates 
com pliance by 79%.

190 → 24 min
−87%

8×

86%→ 25% 79%
✦ CARTINT transforms VSOC operations from manual fragmentation to structured, compliant efficiency.



NEXT STEPS · 09

Next steps to validate and extend AI-Native performance — from modeled 
estimates to audit-grade evidence.

ID Priority Recommendation Expected Impact Validation

R-1 Run a controlled time-and-motion study in 2–3 pilot VSOCs (manual vs CARTINT) 
over 4 weeks.

Converts modeled estimates into 
auditable evidence for R155 / 21434 
audits.

Compare per-item handling 
time; publish precision/recall.

R-2 Add a TARA-hook integration that ingests accepted CARTINT threats as TARA 
input candidates (ISO/SAE 21434 Clause 15).

Lifts the lowest-acceleration phase (65%) 
toward 80%+.

Pilot with 1 OEM TARA template; 
measure input-gathering time.

R-3 Ship the planned STIX/TAXII export and validate against Auto-ISAC ingestion. Locks in the 90% ISAC-sharing 
acceleration; removes re-keying.

Round-trip test: export → ISAC → 
re-import.

R-4 Publish precision / recall baselines for the AI classifier against a curated 
automotive CVE dataset.

Quantifies the false-positive gate's real-
world performance.

Use Tesla (ATM-P0001..P0005) 
and BMW procedure objects as 
ground truth.

R-5 Package an air-gapped deployment mode (local Ollama, no external API) for 
OEM restricted environments.

Removes the procurement / data-
residency blocker for Tier-1 
deployments.

Benchmark Ollama llama3.2 vs 
Z.AI on classification accuracy.

P0

P1

P1

P1

P2



VicOne

AI-Native automation is the future of 
automotive cyber threat intelligence.

“Driving Automotive Cybersecurity Forward.”
Forward.”

github.com/reuelmagistrado/cartint
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